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Abstract

The spread of mobile devices is enabling people to
easily carry around a variety of data. This is increasing
people’s attention to security for protecting their
personal information. In particular, security technology
using biometric authentication is spreading among
smart phones and notebook PCs. However, since most of
conventional biometric authentication systems require
high-speed processing units and large storage devices
the systems tend to become expensive and large. In
addition, most of contact-type biometric authentication
systems fail for water and dirt. In this paper, aiming at
reducing the size and cost of a biometric authentication
system, we propose a non-contact system adopting the
motion of a hand. Using a 3D motion sensor called Leap
Motion Controller, we implement a system for
performing personal identification from any hand
gestures. It supports various types of 3D gestures,
because the user can freely move his/her hand without
touching the device. Using the motions of fingertips and
joints as biometric data, the system improves the
accuracy of authentication. The paper also presents the
results of experiments, where subjects performed three
types of gestures. We evaluated the system using equal
error rates.
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