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Abstract

Passwords are often used in authentication as a
security measure. While passwords can be easily created,
they have the disadvantage that they can be easily
remembered. For this reason, static biometric methods
such as fingerprint, face, vein, and iris authentication
have recently become popular. Although these methods
are highly accurate, they still have some problems such
as poor authentication due to dirt and hygiene problems
caused by direct contact with the recognition device. As a
solution to these problems, this research deals with hand
gesture-based authentication technology. We propose to
combine multiple hand gestures in the air and to mix
dummy gestures to tackle imitation. While hand gestures
can be used as dynamic biometric information, they have
the disadvantage that they require larger movements than
other authentication methods and are easily seen by
others. Therefore, we propose a method to increase the
number of gestures by adding dummy gestures during
authentication. In the experiment, we examined whether
participants who used our system for the first time could
mix dummy gestures and whether the dummy gestures

worked as a countermeasure against imitation. As a result,

we found that it was not difficult to authenticate with
dummy gestures. We also found that adding an average of
1.75 dummy gestures to the four types of authentication
gestures made it difficult to remember the gestures.

LIZE®IC

'Eﬂf‘ﬂ- U 3‘_/1) iﬁ%@*fﬁ& L/T ntu uJ‘.E?ﬁﬁ_Tfiﬁj_‘J: <
EHONTNDDIEINRAT—RFXTHD. EHTOMA
AR CHBI/ERTE 5 —FH T, 2—F =0T 207
PNXU—F%:EL%Eéh@#wkﬁﬁ%é zz
THRATIEFEBOE, §R, W% & o 7o B 7o AR (3G
#i&LT%t._hE@ﬁﬁiﬁfﬁmw#ﬁf £
it DOFRGE TIXENIZ L DR uETE’@, muaﬁj?‘T/\/( A
Bl s = & CHAETMOMBER EE->TWN5.
INRLORBEOMIE L L TAETIINY Y2 A
Ty EHHWERIEEM A H 5. Pk L TLZEh Tl
DNy RV 2 AF ¥ GO TRRAEEZITV, A~

Supervisor: Prof. Hiroshi Hosobe

DFRELTH IV AT Y ERZDIEHRETH.
N RV 2 AF P ITBM R AEEERE L THRXD—FT
MOFBEEIT LR TEMENRKE <, IFIZALNLT NG
WIHORERSHD., £ZT, X1 =DV AT ¥ %R
EFHICARZ A L TY 2 ATF v AL, Bl &
QETé%"ﬁ‘EK KL BRDEHITT D, AL
VzAFxiF 4AEEEL, FI—TV 2 AFXIIINHI
Mz T ERTIE, KVATLAEZ0OTHERAT L
— PRI =TV AF VY ERZONDN, I —V=
x%kﬁ@ﬁ«@ﬁ% 27> TND 07 E xRk LTz,
%%%@7/& DOFER, FI—VxAF¥E2KZT
uuuﬁ%ﬁi:) N i%b< fib\:kﬁ) T T, 3571;, 4
FEHORIA Y = AF ¥ IFH LI HOX I —V = RAF
YEMZAHZETRZICL L, BE~OxK Lo T
BT EMWGhoTz.

2. BEERSE

Imura & [1IE, N> RY = 2AF ¥ 22IECHNT, 15
B FE - BEDIEATITHETEDL THEDY = A
Fx B L. Vo AT ¥ OFRFEHIEL, BEREOT
:/701/‘_‘ ]\T‘/\‘IX%—\?&E‘LEJ‘EH%‘:@T 5;21‘_‘7 ) b4 }\
FREEIC LV L T DL GRS RIE 7 FET T
T AF v Q0% EORE T —Y—%2A L, FWRET
D ENSnots. Wang S RIIEAEEIC AN Y R = 2F
¥ ARFECHWS —FHT, FRAEICHMEE 2 - ik
EFEEALE. DhWEBEHRCTHEIETEH LI, T—
RPN AR WD Z L TT— 2 R EMRE L T\ D
SHIZVAT AFHP O FEEITORIT S 2 L Ta—
—DOEHEBIICORIT TS, T0H VAT AFAE
BIIARANEGR LD 3.58%, A= AEN 1.68% Th o7
2, 20 [E ¥ AT A xR AZRIEARNETREN 1.05%, fiA
ZAED 0.69% & KIEIZHA T2 Z L2 Lz, Wi
NOFRETHHEEFL CGRAEEIT ) DT DY = AT v
IR LTTH .

3. #&fE

3.1. Leap Motion Controller

AFFETIEINY Y2 AF ¥ BT 270D
— & LT Leap Motion Controller 2 L7=. Z#uix 2 &
DT A T & FRINRIRS LED I X o TR S T
. FROME LED I & » THS SN F a2 oM 2 7 T



Bachelor's Thesis (Extended Abstract), Faculty of Computer and Information Sciences, Hosei University

KT 52 LT, EBMITIZE 5T 3 RIEERTOTD
MEFEREHOHET. N T ovF S EEIANT AT
K¢ 120fps, h 7 v ZHEE L 1/100mm T, @WgIL7
L— AT EIZRAELTWS.

3.2. BT

KRBT CTIIRGKIERA TN R =2 AF v |[ZBL T
BYFEBREALE. IO TAYy ROz A F ¥ I L 53
EITH a2 —P—7T8, IS 2 ATF ¥ E2EZOLNS L
HTHEIFEEHA LTS, F5XE (MW 1) LIEFHEC

BWT, FOBEXTFEHEICHEIEHRSHETHD.

5 KO EMITZoMIZ LY, FEEZANEZTZY L
TV AT v ZERTD. XFIREICL > TR T
W, AW CHEAT 2L DITAAREOIIFETHSD.
XTI H+SE, TVv7 7y b, HFEPIHEEINT
WA, KFETIIRF T2 ATy HEKRL, O
DFTEF—HEZITOIZD, FPOXTY = AF v & 1E
CTEHh+HEEERHLE.

® - d

X 1. HAFEICRITDHEXT (—#) [3]

3.3. BY R RFREEMETE

ARG T Imura & [ABEMAL7z=2—2 U > R
L BT — % O & FEEE L7, Leap Motion Controller
THA LIZERZ O 7 L— AT L 0Tl <, B
BRI L A2 L2 7 L—AD kB E1T> TV 5.
BRI TE & 1, 2 D DORERYI DA SO IEREA Y
720 TRDT, 2 DORERIIDIREL L 72 5 [ IR L% g
KGL3 5. BELRHEHORDFIT2—27 Y v N
LMD, ~oony X VR S bR .

=P =TIV AF YIS T L —ETiE RV
B, HEAF L2 TNZE LTh, YA F
EITHOAE—RNPRELR-TLES. 2020, 2(a) D
X O ZHFEL D 7 L — A6+ % MU i3 20 5 o =
—7 Uy REBEOFFEFIETIE, BRI WETITH
ENRHRLT LR TLE Y. AHFFETIEK 2b)D & H i
ST D7 L— L EHIICEE LT — 4R+t Ta—2
Uy NHEEZHET D 2 & TlERZ/NSLSTHEIICL
7-. FEEEERSY TIT Salvador [4]HMERR L= 0 7T bk
FHL TV,

a—%9Y v FEERE By RER L

I T YT T O
B FA B F4

(@) (b)

B 2. BERYRFRHIEIC K 27 — & OGS H

4. REFE

B TIIE I =V 2 AF YRR TN R = AF
YK DEGEERET D, BAEMICE, BETHV A
F X 2L TEORLTORNOEIR U 4 FEE L, R
RIS I I — Vs AF Y 2 EEEENZS LT
U AT HEAE R LR R &9 5. BEEASE T
120V AF ¥ ZxF L CERRERIT O 2 E M ARE L 430
STNBTEWD, BEOY 2 AF vy &2 BANCHND 2 LT
LR —F—DRMEER/OND L OIT D, Fi,
N Rz AT ¢ (IOBFESF X E Ry, Fodhsn
RKEWED, EICAROLNSTWRERHDH. AHoE
WEREIL 722 Fx 7 L5 TW5 B2, VxR
F AL T L TR L, EEAEHELLS 25
X2z F5. LrlL, BETIHIV=AFYOHAKEHE
RLTED L2 —~BHERLND. 2 TRIFICIT
BIfROD NS I — TV = AT v ZR8GERC Y IR 2D 2
LTCREROT = AT v FEHPL L, ENNEREIC LT
VAT THDINEZDDIZL LTS,

41 BWFERAV = AT ¥

I =V 2 AF X IIRANLDSD BT, EAFEREIC
HANTWEY 2 AF v RODSPLRVWE ST H L
NEETHD. M1265005 L5 FETE, X
FIEIC S KOO LR TWBIEEMR TV DR
Bbs. £, FPOOLLEREEEZFEH LIV = AF ¥
LipoTWA. R TIZIETO T b OFRE A TR )
LT, BiEHY 2 AF ¥ X I -V AF ¥ 2K TE
HE21ET 5. BRI, 2—P—13Y = 2T v BEkEE
2, BEEHY = AF v Rl T REFOFLELH LT
O 1ORETH. AR THRELZRIESIN D FOSM,
%, QFOOLRTEHENTNDY, ) EEZMNTWND
2, QVRENMOTHED, @R -> T35y, (B)A
ZELBERMHOTNDE D, B)#I23 > T D0y, (7)) eI M
CTW5E2y, Q)2 > TWVBED, QFEELHRTVL B0,
(L0)H1 73 > TV D D>, (ALYNMEB TV D 2y, (12)dh A3
STWEND R2TEFETH 5.

42. FI—TV 2 AF ¥

A= AF v T —F—0RE LSBT
WYz AF v BITH T & TIERTE 5. FIERRICZ DY
TEZTHELI72D, T LLAETFORLTOFENS
AT T 2 L8 IR, I —U = 2F v OHJIT
X, B IZBE 2N o TV D IRRE 2 FREET D F D4t
LROTRITIE, BE/ABOTHDIREORE XTI T
THI—TVzAF ¥ L LTHMRINT, BiEshiank



Bachelor's Thesis (Extended Abstract), Faculty of Computer and Information Sciences, Hosei University

I8 D . BURUSANH R 720, HO20 457 A
Fy¥uEHXI—LLTRADI LT, RAUSME 12 FEEHD

" DEMEBRELTODO0b D IZ VIRIETE L O
VEAFXEATH LN TED.

N}SHE@B%‘, At nEﬂq v x AF ¥ ix Ilﬁﬁ;’d‘f 7_'@_ LTT 9 7));
FI—=Vz AT X EZICBMLTHRY. BEFETHY
T AF ¥ AFEHEENEIC G, 92, 93,948 L, X I—V = AT
Y &dy,dy, o, dy & TDE, TODY AT ¥ NLRHIE
YRV 2 AF ¥ DI E L TRBEZLND.

Py = (91,41, 92, 93,42, d3, ga)

P, = (dy, 91, 92, d2, 93, Gar d3)
—77, BIZIZL T, Y = AF v DIEERE Do
TWB, RERY 2 AF ¥ DIERD.

P3 = (91,41, 93, 92, d2,ds, a)

5.

3WILE— 3 a & Y—I% Leap Motion Controller, <
A 77 UIX Leap Motion SDK, Si&IL Java, BHRERBIIX
Eclipse # AW TEE L. ks, 7'v 7 A0OMITHIX
#11001TTH 5.

51. 77 L— MERK

REEEIT ) ETRUICY = AF ¥ DT 7 L— h &k
2179, 22—V =T 410 122 FEHOFOLEMED 5 b
% woutEﬂ% /127"\775‘{%7’_?”\%*14:% 1 O@Tﬂﬁé
T EBROBPET, 2—F—iF 4 HEO Y = AF v X
BT D ONIKIE EDBERNE o212, ERTHRD
12 FEOKMED S b, BIRLERIEIZAE) VoA F v &
HBXFoFND 4 FEES. BT 27 —21% Imura 5
[1] & [FIER, Leap Motion Controller ® 7 L — A Z &

(B Dx,y, 2ZERE) x (F52E + 4 BAH) x (5 A&4)
=75 kL7 hv
EHWD., BET LIV ATy E2ENEN 5 BT, T
L= KX 5 EOT =X DK T L— AL TOFE %
FHELTEET D, BAEICHWIBEOFEFIEIZE L
TiX Imura 5O FIEEEH L.

Imura H5DOFEL R, WET D FOAMEFHRICH
LT, BELEEEEZZOEEHFEHTIOTIERL, E
Hilbsie 3ot EEEEH L TWD. ZHIEK 3 0L
ICFOETAEEEIIERIERTLLTH2DTHD.
W&+ 57 —21% Imura S8 L= BT — 2 Lt
IZH 5 ROBEENZENHHO TS0, iR ->TW B0
DOFEH, vvF, m—, I—LOEEZBIMNTHEREL
TVD., INLOFERITIF IV = AT ¥ 2RI 5 &
FWHEATHT—FThA.

Press the spacebar

for each registered

gesture.

X 3. o7 L— MERKEOHE G

5.2. FRGE
521. X I—Vx AF ¥ DHFIFHE

SAIHI TR LI AFEDOY = AF ¥ I2NZ T, #RikT
HI—V 2 AF X ERZIBRNBAITI. 777 ATiHIT
SV AF ¥ TEICTFORE, FEOMITFHOMNRES
T L —ATLIZFE LTS, FOEEOHBITIE L
T —2NOr— I EEHE, —ERHANZLFOUL
NTF, ZRLS RS EZmnTng LT 5. KD
o FiconTlE, 7L —2aToRoFHROE
Leap Motion Controller TIfFL, ¥=AF v Z{T-> T
DA T 30%LL RS - TV BikEE T h T e h
MNHEY AT ¥ THDEHWTH LTV,
5.2.2. BfST — ¥ DB

521 HiTH I —TRWVWEHBINIZY = AF ¥ IO

W, X T57 7L —hERBEEIToTAADY =
AF ¥ ThHDHNEFETHET 5. BRI iiEE 2 F
WHZETEDIEV 2 AT ¥ EITHI AL — ROEIZERE
TEXLH X727, Imura HBRR LT —Z O
W%$ﬂnfiﬁofmé Fm, PV AF ¥ EITHA
%i% ﬁfﬁ“(% fotl/\j; s uunJ‘.EE% E&?%‘ [_/7':5‘\**57
1%, T L— FOIMNLEICATRE L T b EE A
T2 ZETEOOMBETNICLDBELRELTWVD
T—Z ORI E R R AL A LT, s S
N7 —aZ¢ia—2 Uy FIEBEZ3HE TS, 20
22— Uy FEBOGFRRT 7L — FORELD b
/J‘éll\i—a/\ WICRRRET A L oIz LTWA.

6. EB

RET D REEOSE R TE BN 720I12H
P12 N CEBER 22.05%) I3 L TEREIT- 72, N>
R 2 AF ¥ I L DEIENDO CO—H —TH 43
ETEDM, FI—V 2 AF YRR DH T & TR R
\C72 B Ha i~z

6.1. EBR L
EERCIIHBRE LI REFHOFHD I Bb 1o%
BIRLTHHL-T, ZOEMHTERETo. Y= AT
?%ﬁ5$@@% CEoTHEHAEBNT D0, K3 D
WFREFRAWIIRETHBK TE T L5IcLTH L
ot.%%W@i,ﬁi%b%@ﬂbt4@ﬁ@yix
Fv & 5ETOETLTCT L FL— MEERK. FD,
5"“*:/:19:¥7L£L“C 5'[2/ ]\j—/)uou‘.Efc—fTTb\ éro
WA I =Tz AF ¥ % 2~6 FEEML TERIETE 20 %
FITLTCHH o7, BIMTA2HI -V AT ¥ |ZBHLT
X, HBRENSZOLTTISICEXD LI RLE. £
7o, MADREEL TWAEIEZ R CTH BV, fAfES
— V2 AF XY NRLDERZDZENTERVNETHA
7=, EBRBIZEX, 77— &I, UTFOHEET 1
(ETHLEEL2 o72) 5 5 (ETHilfHIE 7)) £ T
DSBEBETIMILTH H o7z,
1. N RY 2 AF |2 X DGR L oo 727,
2. 5 N **:‘/:X?‘ﬂ? %@Kf_wuu j%ﬁ]\/ﬁkof_ﬁl
3 HI—VxRAF ¥ EAHFTEXTEBMT LI LT
HEL Do T2



Bachelor's Thesis (Extended Abstract), Faculty of Computer and Information Sciences, Hosei University

7o, EFEEHM & RN, #EBRAE IIILL T OE T

%ﬁ”é*‘/“mz?%&_ob\(@7’//f FbIT o7

4, (ffEEDOF I —V 2 AF X EMADHZENH LD
ERWEES M.

5 o ABERIET 28 @A AT, [MEEO X I—

T AF Y PBIMEND LA DI ENTERND.

6.2. EFER

T — MORERER LITRT. MIOTHAY RV xR
FXIZLDREE Tl a— Y — b e < ETHZ &
MTEZZEPNER 1 ORERNSSND., FI—V xR
FXYEEHHTEZTCEBMTHIEba2—HF—ZZFFT
BHETRPo7Z EHEM 3 hEARNS. BINLE
WHE I =V 2 2AF ¥y OEIT 292 HTH-T=2DITK L, *
ZAONDAI—TV 2 AF Y HITLISETH- 7.
BWREDO 2 AF ¥ T LEOFFERITIER 2 DX O I
07:_. ubnﬂzi‘i%&%ﬁ% k /\7/)%75)3?)U; %&%ﬁ%‘ 2
DEIICHFELLBEWEE LN, #BRE 5 0L )itk
ﬁ%ﬁw%%uﬁot%é%@é.it,uA@%%%

ﬁi%yix%vwﬁﬁﬁﬁéﬁzmtmi%ﬁi%
/Ixa:'\?%uunﬁj—éi7 §+ 9 ET&)/DfoC&), @
7 —H(1% 0.0375% & 7o 7.

F£1. TUoh—MER

BEH&S F13 pol
1 2.67 1.56
2 2.92 1.74
3 3.25 1.35
4 2.92 0.24
5 1.75 0.69

K2, BWHREHEDOY = AF v T &L ORGER

WERE | 9.(%) | 92(%) | g93(%) | 94(%) | F(%)
1 40 60 70 70 60.0
2 0 0 10 20 7.5
3 0 90 70 20 45.0
4 30 30 10 60 325
5 90 80 70 30 67.5
6 40 40 60 0 35.0
7 30 30 100 0 40.0
8 100 80 60 20 65.0
9 30 10 40 0 20.0
10 20 10 30 90 37.5
11 0 0 70 90 40.0
12 20 80 30 20 375
7. &G

T — hOEM 3 OFERNPOERE LI -V A
FxXEZOHTEZTEMTAHZ EIFEETH LW E
EZETI/\&:V\: k75§§7\ﬁ"37ﬁ. :2/1/ , muuﬂzéﬂ7’\%
MR 1 OWESTNT, FI =V AF ¥ (IZ D Th

WHOEFEITTLHEVWIHMIICEZbEEZLND.

BRIS G, XI—Vx AF %% L75 FENT 57200
TRZICLLKBRDLZENSND. DFEY 2, FIEC

AW AFEEOY 2 AF ¥ ZMATEFHTEIBHOY =
AF ¥ TR LIZS KRNI ZETHD. — M
ABOBEEEX 7IE2F vy 7 b T0nEHED, ¥
T AF X IZBWTHZOHBNICIE > TWVWBEZ L2
ol B 4N 292 BOY I —T 2 2T ¥ 2B
THZENRZ—F—TELTWVWDLEEZTVDTD, &
TR MDY = AF ¥ EITZIT+H5 ZIT< <,
BDORFEICR > TNWDEZERNEZ 5.

2‘:? 2 n %%/Iz?—“\’@umnE4~ j&j@ﬁﬂ@muuﬁék
HRTHFELIUIETLTWAZ R0 5E. HikE =&
BBV 2 AT v BT o2 b EMiE 2925 Z & 1%
LWL, VAT ZEICATYH 90%LL EORGEEN
HizoF bR Loz, FIRE LT~V =2
Fx LT, BEOP 2 AF ¥ 52{7TH5 2 & Ta—P—
OEFAPEEIZR2Y, 1EL1EOY = AF v OFHEME
FLELEZOND. £V x AT v OFEFER OS85
R 5 L B ERIF L BERGERE O EUT R E <, FEITL
TWBRFRIICRERNTOENH DL Z ENmhoTz.

8. BbHViZ

AR TIEE IV 2 AF XY ERZTNY R AF
J(’@Cc]:%)nmuﬂi%j:%ﬁbﬁ_. /\/]\/Ix%“\’@m‘uﬁgﬁb‘
IR TITRAERPENFER E o2, I —V = AF
Y& LI5 R %52 & THRIM~DXIRE 725 Z & W ah
Fo) - e SV AF ¥ BRHEET LT — R
0.0375% L fRWMEE B> 72728, ¥ I—Y 2 AT v DY)
BNEH3ATH 2 E R TE T

SBOMEE LT, BHOV =22 F v 2 H LT,
1B AZT D LERFTORYE LB RWNTZDIT,
ﬁww%ﬁ0ﬁ5:km®xﬁﬂ%%%ﬂ%&ott
RVELEEEESITHZ L RS, FRRER %
LCiE, Wang b FEEZH WS Z & TEn< %b"ﬁﬂ:#
HOIDARTHRDLZERERD T OND.

X Bk

[1] 1. Satoru and H. Hosobe, "A Hand Gesture-Based
Method for Biometric Authentication," Proceedings of
the 20th International Conference on Human-Computer
Interaction, LNCS, vol. 10901, pp. 554-566, 2018.

[21 X. Wang and J. Tanaka, "GesID: 3D Gesture
Authentication Based on Depth Camera and One-Class
Classification," Sensors, vol. 18, no. 3265, pp. 1-23,
2018.

[3]1 Wwikipedia, "$53CF," 12 1 2020. [Online]. Available:
https://ja.wikipedia.org/wiki/%E6%8C%87%E6%96%8
T%E5%AD%97.

[4] S. Salvador and P. Chan, "Toward Accurate Dynamic
Time Warping in Linear Time and Space,” Intelligent
Data Analysis, vol. 11, no. 5, pp. 561-580, 2007.

[5] M. A. George, "The Magical Number Seven, Plus or
Minus Two: Some Limits on Our Capacity for Processing
Information," Psychological Review, vol. 63, no. 2, pp.
81-97, 1956.



