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Abstract—Testing-based formal verification with symbolic
execution (TBFV-SE) checks whether programs correctly
implement their formal specifications. Given a formal speci-
fication and a program, it first derives a theorem expressing
the correctness property of the executed program paths
and then formally verifies the validity of the theorem. If
programs have bugs, it derives invalid theorems because the
programs do not follow their specifications. Such incorrect
programs output variable values that do not satisfy con-
ditions in their specifications. By contrast, valid theorems
guarantee the correctness of target programs based on
formal specifications. However, such theorems still need to
be verified manually due to the lack of a tool support for
dealing with expressions involved. In this paper, we propose
a method for automatically verifying theorems for TBFV-
SE. This method uses an SMT solver to check whether a
theorem is valid. For this purpose, the method converts the
conditions in the theorems written in the SOFL specification
language into appropriate constraints that are supported by
the SMT solver. This method derives test programs from
theorems and formal specifications and verifies the theorems
by automatically executing the programs. We present a tool
to support the method, and present some case studies to
demonstrate how the tool works in the context of Java
programs and SOFL specifications.
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TEBHEOMAEGHLETHD. HlHZ T/~ THEDOMA
EDLEVRRONS B0 254E, Z3 X unsat 3T, H
ZI1E, a>00FE UTHEZAON-5E, Z3 T sat &=
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FIe UTHD Z AT ER. Z3 13X SOFL D set Bl %
ST EMTERND, 2 & union(c, union(a, b)) DF
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Algorithm 1 equal_apply

Algorithm 2 subset_apply

Require: S, predicates, negation
1: 4 is the length of a

b < S.pop()

a < S.pop()

Declare p as a constraint

if (a and b are numerical) then
p+ (a=0)

end if

if (length of a # length of b) then

9: p < False

10: else

11: if (a and b are Set) then

12: p<+ (a[ll] €bAal2l €bA---Aali] €D)

13: else if (a and b are Sequence) then

14: p <« (a[l] =b[1]Aal2] =b[2] A--- Aali] =
bli]

15: end if

16: end if

17: if (negation = True) then

18: p < p

19: end if

20: predicates.push(p)
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predicates |ZR1F S 5. set ITHIUL, a DWTIHD
EEN D IZEHEENRVE WS HIH % predicates (Z{R-1E
45, F72, sequence X set BIDFIHD a & b DEFE
BREL < BRWIES, predicates I True 2 R17 9 5.

4.3.3. set B, sequence BLD3|# % & BEE F. inset,
notin, subset, psubset (& bool {H % X9 SOFL j#H% 1
Tdh 5. inset & notin 1% sequence F 7z 13 set BLDZEKL
232 5[ 8BUCHLD. v inset a I, v D@ IZEEND Z
L ERTANTHS. vnotin a &, v a IZHFEENHRN
Z e %mKRTATHS. subset & psubset & set FLDZEEL
ZRIBUCHN S A T Td 5. subset(a,b) IF a 3 b DB
DEATHZ I 2RIHEAETTHL. IhEidlie
U256, aDITNTOEZIZDITEENT VD HEN
d%. psubset(a,b) iFaD b DEMPELETHDI L%
KIWETTHD. INEFHWE UGS, o DEZEL
X b DEEHEV DR, a DTRTOERZIIIZEE
NTVDBRERHD. ZOLIIZTTNTNOHAETO
PR % 3% 724 K D ITHIBUCHIR %2 5- 2 5. Algorithm 2
IZ subset DMLEE % ;RT.

Require: S, predicates, negation
1: ¢ is the length of a
b« S.pop()
a + S.pop()
Declare p as a constraint
if (a and b are Set) then
p< (a[l] €bAal2] €bA---
else
p <+ False
9: end if
10: if (negation = True) then
11 P4+ —p
12: end if
13: predicates.push(p)

Aafi] € b)

A A
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VWA % op_v, £7/zl3 op_l; £ 9%. op_v, IFHUHEE
DZHLT, op_l; 1F sequence £ 721d set MDZER LT 5.

4.4.1. sequence BLDEHETF. conc & t1 I sequence FLD
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01272, HlFIAER T E 2. 2, Z3 T sequence
RS OB REROUKETL-20DTH 5.

4.4.2. set WOEFEF. set MOHE T TIE, 518D a
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U, ETROFIBE LA OHBOEROKZGHET
%. union, diff, inter |& set BIZ ¥ % ik 94 SOFL j#
T Tdhd. union(a,bd) 1T set LOFEHE T T, HHal b
OREAZKT. TOBEBEFIZE>THL S AERIND
Hopl DEFEHE s +t—nThd. £>T, op_];
Za&bDEBVPIANTEENDS LS ITHINZ GRS
. diff(a,b) 1 set WO T, H8a & b DHEE
BEERYT. ZOHETICE>THULSERINIES
op_l; DEFZEHIL s —n THD. op_l; DEHZEMNa IZRT
BENT, bITF 1 2B EENRNE D ITHIF % LR T
%. inter(a,b) & set MDA FT, HHa & b DIHLiE
W EIKT. op |, DERIEn LR, TORTOEE
MalbDELLIZHEEEND LD ICHIRZFHRT 5.
Algorithm 3~Algorithm 5 IZENZ DI % KT

5. Y=

REFFEIZUZD-T, BRMEFEE T T 5 405
TBFV-SE (2 & > CEH INAZEHE2RITT Y — )L %
BFRU -, SR EHMEETO VS AL L, SMT YV
VNS unsat 23K 9§ Z L 2 HERTBH. 2DV —I)VidEH
RO I 2 3528 T, a0/ 4%
S B, MEE 102 T AL Python Ttk X 4, Z3Py
ZHWS., BEETO T2 A2y —IVZ&k>THEIK
IZHERIN, EFINDS. Z3PRIEETT T T AITHL
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Algorithm 3 union_apply

Algorithm 5 inter_apply

Require: S, operates
1: b+ S.pop()
a < S.pop()
Declare op_l;as a new variable
Declare p as a constraint of SMT
s is the length of a
t is the length of b
n < common_check(a, b)
length of op_l, <~ s+t —n
p « (a[l] € op_l; Aal2] € op_l; A--- Aals] €
op_L,)A(b[1] € op_1;Ab[2] € op_L;A---Ab[t] € op_];)
10: S.push(op_l;)
11: operates.push(p)

R A

Require: S, operates

1: b < S.pop()
a < S.pop()
Declare op_l; as a new variable
Declare p as a constraint of SMT
s is the length of a
t is the length of b
n < common_check(a, b)
if (0 < n) then

p < (op_L;[1] € anop_L;[2] € aA---Aop_l;[n] €

a) A (op_L;[1] € bAop L2 € bA---ANop_L;[n] € D)
10: end if
11: S.push(op_l;)
12: operates.push(p)

Rl AN A i

Algorithm 4 diff_apply

Require: S, operates

1: b+« S.pop()
a + S.pop()
Declare op_l; as a new variable
Declare p as a constraint of SMT
s is the length of a
t is the length of b
n < common_check(a, b)
if (0 <sA0<t)then

p < (op_L;[1] € aAop_L;[2] € an---Nop_l;[s —

n] € a)A(op_L;[1] € bAop_L;[2] € bA---Aop_l;[s—
n] & b)
10: end if
11: S.push(op_l;)
12: operates.push(p)

RSN

WESURNTS 2 2 & T, Z3 I % 720D HilfIRE %
AT 5. BN IZEHE ZDORIDEHRN A
Nd. AMHZEBUIZET % &MEXITEHD T, C;, D;
HRDOEND. states; IFEHDIEFHRE GEA TS, Z
DY —)VTl&, SOFL DXl % § % /2 Lark &
W5 Python D/ r—T % FW /=, Lark &35 % € %%
T ILICEST, TAUNESTHBIHEL Z f#T S
5. ZOWEEZEFIHT 572012 SOFL D% % Lark T
WABDEDITHEESHEU .

ZZ7T, a = {v,v1},b = {’U(),’Ug} LTz =
union(a, b)’i‘/—)bfﬂ&fﬁ'ﬁ"éﬁ HOBEFHT L. F
T, AR UN> TREMIT L, WXREZIET 5.
MXAREZHRL, Z3 THROHNEEKT L. ZhE5D
HRNE Z3Py TS Z & DTEDI—RE L THKINS.

W—IVDIS—=H I XEFD o & b EFRREAL, ThoEk
set BB L RS 5. ZHlE, union A% SOFL DXk

ETset MEKZGIBETHHEAETFL U TERINTY
L5MMHTHD. a & b% union DF[EE U THS 72dDIZ
AZw ZIZREL. WRIZ, union Z4LH$ %, union_apply
PO L, Z%8op 10 2 E# L TTNIZET il %
TS, op l0hYa & b DFELETHD &0 HlkIX
UFRDESIT%5.

((a[0] = op_10[0] V a[0] = op_l10[1] V a[0] = op_l0[2])A
(a[1] = op_l0[0] V a[1] = op_10[1] V a[1] = op_10[2]))A
((6]0] = op_10[0] v b[0] = op_10[1] V b[0] = op_10[2])A

(b[1] = op_10[0] V b[1] = op_10[1] V b[1] = op_10[2]))

SOFL O set % Z3 T vector & U T D 72DIZ, a € op_l0
D &S BRI Z WL THERZ T L DOHIN % 4
B9 5. op 10 IZDWTOHIFIBERI NS &, op_l0

ij:/’(ﬁ? W ZIZFEENT equal_apply D& U Tfibi

BBIZ/N—HTIE 2 ZF U, equal_apply % JLHLG

OB EoT sk op_l10 23 L\ &0 D FlF A
iﬁﬁiﬂhé.

6. =0

T, EETBHZYINOHMAFEIZDODWT 2D
DOEH %= HCTHHAT S, V=V TEER L
ENTNGEAAA, BRiED-ODODI—KR2H LT
ThEFEITT5.

6.1. Sequence

SOFL O sequence H % W 72 LR D FHH % R T
sequence IXIEFEDIRFE 7T —ZDEATHS. R
AR LTI O I LANREL K FEEINTWDIHEE
OWGEEZRT. X 1(a) ORI 0 & D KEWEE
D HA% sequence (BT DBEHMERL TS, X 1(b)
WFBINZE XKML~ Java 7075 ATHY, AHIH0 &
DR ZIWVHE L TESNSGEML TS, ZORA TRk
&7 Lo TBEV-SE A FOERZ H 113 5.
~ g_list [$BEAEDWNIR % F 5 HTD g_list THD.

g>0Ag>0Ag_list =[g0, 9], ~ g_list = [g0]
g_list, [g])

ZNDIEL X EMGEEY 5 721, KX DY —IVILH
L) DESBMEET O TS L EHNTEH., 22Tl #
DIZEHNOLEHZEH LTS, glistldgd & g%
BFRITRFD sequence TH D 728, FHEEL 2 O IntVector
EW D vector L UTEHET . g & g0 IFEHE LT,
~g_list I% g_list_pre £ UTENTHNERZIND. JHE
T conc DI 2 51 [g] IFEFED g DAD sequence TdH
%720, BEE 70272 ATlEvar0 X LTEET 5.

op_l0 I conc(~g_list, [g]) DIHFAFER NS %Z LT
HY, g_list_pre ¢ var0 ZEMU 7= sequence 272 5. Z3
TIFHFNTHN D ZBUE TR THNICES INLLE
Mo, TDD, ZEINBRINDHEETZ2HS HEIZ
FZTDRMEEH LS EHE UTHEL, ThMNEE T
DFEFRIE S 7RI 2RO L1298, N=Hi2LY),
conc(~g_list, [g]) HKESCHRNT I 4, BIEX conc_apply HYL
HXN5. conc_apply iZ &> T op_l0 2 g_list_pre & var(
DEFETNTHEFICHEMI NG, £72, equal_apply
I2& > T op 100 i FHEDEHEM g_list i & HOEHE
EFELWVEWSHINZEBR L TWS. op 10 & g_list A3
sequence TH D720, BRI L DHIZ &> THIF %

= g_list = conc(~
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process func(g:
ext wr g_list
pre g > 0

post g_list = conc("g_list,
end_process;

nat0) g_list:

lgl)

seq of nat(0 process func(a:

(a)

void func (int g) {
if (g > 0){
g_list.add(qg);
}

(b)

s = Solver ()

g_list = IntVector("g_list",2)

g = Int (llgll)

g0 = Int("g0")

g_list_pre = IntVector("g_list_pre",1)
var0 = IntVector ("var0",1)

op_10 = []

for i in range (1) :
op_l1l0.append(g_list_pre[i])

for i in range(l):
op_10.append(var0[i])

pred0 = []

for i in range(len(g_list)):
p = g_list[i] == op_10[1i]
pred0.append (p)

s.add(g_list [0]==g0)
s.add(g_list[1l]==q)
s.add(g_list_pre[0]==g0)
s.add (g>0)

s.add (g>0)

s.add (Not (And (pred0[0]
s.add (var0[0]==qg)

r = s.check()

print (r)

ypred0[1])))

(©)

1. sequcence % FV 25 fl: (a) TEAMARR, (b) IEL < FEEEI N7z Java
TaT I A, () V=l o TERINARIETT T T A

R LTV, 2Rl % B
T pred0 IZRZHEFAL TV B.
BEIZTNTNOEBITST 26 Z LR T 5. g list
DEHIT g0 L g ThY, g list_pre DEFHIL g0, var0 D
gfigf%é Rﬁﬁ%@$MK#Z7D77A®*
6 gl 0 &) KEFWV., Not(And(pred0[0], predO[1])
TlX, g list DEFEL op_ 10 DEZENFLNI L & HE
LTWa. ZHiZ &Y defining condition A3 7z X 1174
WEDRAG DY % Z3 ITHREIES. ZofitTny
T BFERRITH U TIEL WD T, test condition & path
condition % {i#§ 72 U 7= states D Z ¥ defining condition
ZWi729. D78, defining condition A7z I AR

FLOTHWMOHES 7

set of nat0, b: set of natoO,
c: set of nat0O, d:set of nat0O) z:
ext wr z

pre card(a) >= 2

post z = inter (diff (c,
end_process;

d), union(a, b))

set of natO

(a)

static void func (Set<Integer> a,

Set<Integer> b, Set<Integer> c,

Set<Integer> d, Set<Integer> z){
c.removeAll (d);

for (Integer v : b) {a.add(v);}
for (Integer v : c) {
if (a.contains(v) == false) {
z.add (v) ;
}
}
System.out.println("z");
for (Integer v : z) {

System.out.println(v);
}
}

(b)

2. set & W2 F I () BRAER, b) D 2B AT Java 0T
PN

fEDFAEDOLRIFEFELELBRNZO, unsat B INDS.
ZOEHIILTTES I LADEL X 2 HIFT 5.

6.2. Set

SOFL O set #l % F\ 72 T AL RR D FHA| % FiHA 9 5.
ZITIES b c,d,z L, a L bDFEEEL c
dDOELEEDOILER N ERDD. TOT T LMINTHE
EFNTVWIEEIZEDEIDIZUTHEY 2T 0%
RS, SOFL OEAMDER T, union, diff, inter %
W HERRIZB 2() D& D128, InE KL 7~ Java
Ta7I LI 20b0) D& DB D, ERLRED inter 12
%ké%ﬁ@%@uﬂﬁ%éiﬁk.:mimﬁ?A

T, HBEBUARWEEDZ 2 12U TWVWD. c & dD
EHE a & bDHMESEDOIBEHDIE 00 THDDY, 2
IZIE g2 BN TS, Z0ESI27B7 50N
712 & o T states ¥ DEEDEAT B 728, IELL A
WEHENEHRXNS Z P D. TBFV-SE (L& > THE
HINZED) 250EHIILTDOED IR S.

card(a) > 2 A (y0 = y0 A 20 = 20 A v0 = v0)A
(z = {y2},a = {v0,20},b = {z0},

¢ = {y0,v0,y2},d = {d0,y0,y1})
= z = inter(diff (¢, d), union(a, b))

COEBEEBRAT D200 T 0TI LAIH3IDLD
1278 %. PIEE, BEOZEBOEROTK, WM
AL TWS., Z 2T, diff(c, d), union(a, b),
inter(diff(c, d), union(a, b)) % TN ZFAUEZE (IR L TH
RRER2TUVVERE U TERTD. EEDOHEA LML
M DRI L B2 EENSHLBEOEZEDI 2 FAND.
F7-, EEZEERTEHFIZIE Distinct B E @M L, HE

EHIRNEDIZT S, card(a) 1& a DEFZEEE R
T THD70, Python D len BIE % W THEE L TV 5.
9, diff(c, d) DFHAFEHE % EHEE 2 OEH] op_10 &

TEHETD. op 10 DL c DEZENTRTEEN
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op_10 = IntVector ("op_10", 2)
s.add (Distinct (op_10))
pred0 = []
for i in range(2):
p = And(Or (op_l0[i]==c[0],
op_10[i]==c[1l],0p_10[i]==c[2]),
And (op_10[i]'!'=dI[0],
op_10[i]!=d[1],0p_10[1i]!=d[2]))
pred0.append (p)
s.add (And (pred0[0],pred0[1]))
op_1l1l = IntVector ("op_11", 2)
s.add(Distinct (op_11))
predl = []
for i in range(len(a)):
p = Or(al[i]l==op_11[0], alil==op_11[1])
predl.append (p)
pred2 = []
for i in range(len (b)) :
p = Or(b[i]==0p_11[0], bli]l==op_11[1])
pred2.append (p)
s.add (And (And (predl [0],predl[1]),
Or (pred2[0])))
op_1l2 = IntVector ("op_12", 1)
s.add(Distinct (op_12))
pred3 = []
for i in range(l):
p = And(Or (op_l2[i]==0p_10[0],
op_l12[i]==op_10[1]),
Or (op_l2[i]==0p_11[0],
op_l2[i]==0p_11[1]))
pred3.append (p)
s.add (And (pred3[01]))
predd = []
for i in range(l):
p = Or(z[i]==o0p_12[0])
pred4.append (p)
s.add (len (a)>=2)
.add (And (And (y0==y0, x0==x0), v0==v0))
s.add (Not (And (pred4[0])))

9]

™ 3. set DFFIOMGE 71T T L

T, dDEEVREGENRNZ L THD. N—F SR
X N 72 BEEL diff_apply (2 & > THIFIDV AL I D, IR
\Z union(a, b) DFHFEAKEH % EFEE 2 DELS op_11 & LT
EHTD. HfIZop 11 IZa & bDEENTRTEEN
522 TdH. union DHE 2 51D 1 51 DI HES
DL, HAEREFIEE 1 51 BEE U5, inter(diff(c,
d), union(a, b)) DIHFRER % HZEH 1 DS op_12 & U
TEHTD. op_I2i%op_10 & op_ll DIBIH/TKD.
HlIIE op_12 DEFE A op_10 & op_ Il DEBHIZEEF
NdZLeThd. LEDOEHBENSR D op 12 & 2 35
LWWZ & ZMEET 5. Not(And(pred4[0])) T z DERM
op RIZEENZNZ L ZRLTWD, inter(diff(c, d),
union(a, b)) DFERIL {y2} LR 58N 720, sat BT
INd. ZOXDITUTEHRDFEEMAITES.

S2E A
7. M

REFETIE, 07T AP % 57~
LTOWRBWGAEIL, TI7—2&RTE5. L, X
BT DE DDEMEMFIEL TN, SGENGESTW
V9556, RINDGTI—E2XHTEIRV. Z
77, WRMAREWEL K EPNTWTE, sequence X
set MDD BB DEFIN 0 Th D & SMAETIENR)
RTRN. ZNH ORIDZEBUTN T S HRIET 50

R OBERITHTHHE UTiiRd 5728, BEEEMNO
DGEIZHIBNHRTERLS RS, oT, EZEHEMNO0
12822 &5 BB SN =2 DOV THEET 2155413,
TANT =R EHOZBEENHIEENENTH D L E X
Y O

FIEL 7Y — IV THIGT % SOFL O sequence %Y
Eset ITH S, set Bl vector (23 U CTEENEHY
T, BEOEFIZLDZBNDBNE S IZHNE 52 THE
U7z, Z3 Tl Arrays X Sequence 7% & DRINFAET
B0, TAENEMTHY, SOFL EHEAFOEKE
DLW ZHERT D ENH Lo/ 72OF AL &hro
7. TBFV-SE & A& — )L Cl& SOFL ORI A DX
DR 2D — RN Y 2T A BIROBEEIFE L <, B
MBI OBMEEL LTI R, Wnd 28 % 8%
Uz D RESURMTBSRE R LR U 72D 26 2 & T, {LkkfE
B DEE L 7B module TEEI NV AT LE
IKDMGENAREIZ R B L EZ H5N5.

8. f&m

TBFV-SE 2 58 X /- % HE)T SMT VLN
DHFFINET D FiEEREL, SMT VI TEH %
MEEdT 2V — VR, EHIZEENEER T
DSCENMEDONI R ZERERE SMT VIVNTIRZ BB
N, HEICTOWGEEZ1To7-. 7075 AR
RIS UTIE U K EEXNTOARWIES 23 % M
T& 5. SOFL IZI3kk% BEBORINH 25, ALk
TIEFEIT set BL & sequence BASFHNSND 72, T b
ADMEZEEL 2. SHOMEIL, LVZEORAD
WHinEEET DI LT, LVEMA SOFL JERMHRED
GHERERRDEDIZTEILTHD.
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