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Abstract

In recent years, many people have become able to
handle personal information using smartphones. As a
result, higher levels of security are required for
smartphones. The pattern lock is a method of personal
identification on smartphones. There are many kinds of
patterns that can be created, and unlike PINs and
passwords, this method is easy to handle because it
requires only one shape to remember. However, this
method has possibilities that the pattern can be guessed
from the fingerprints on the screen and that the pattern
can be peeked. Therefore, it is necessary to improve the
security. This paper proposes introducing biometrics
authentication using a virtual stick and applying it to
pattern locks. It presents an implementation that draws a
pattern by manipulating a cursor with a stick and
performs biometrics authentication based on finger sizes
and positions, operation times, and sensed accelerations.
In the experiments, subjects drew four types of shapes
(triangles, rectangles, rhombuses, and stars) ten times for
registration and authentication, and the equivalent error
rate was examined. The experiments achieved equivalent
error rates of 10% for these shapes.
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