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Abstract

In recent years, with the increase of mobile devices
threats to personal information handled by individuals
are also increasing. Therefore, a high level of security is
required for the authentication of mobile devices.
However, commonly used authentication methods such as
text-based passwords and 3-by-3 pattern authentication
have their own problems. Since these depend on the
difficulty of the password set by the user, the password
might be easy to guess or might be peeped. Although
biometric authentication is also increasing to solve these
problems, the authentication might be impossible due to
sensor failure. This paper proposes to place arbitrary
images instead of the 9 points of pattern authentication,
and to allow gesture input to be made to the first touched
image. Authentication succeeds if both the drawn gesture
and the pattern match a registered one. The operability of
gesture input is improved by enlarging the image of the
first touched point. In the experiment, ten participants
were asked to draw three patterns and gestures. In
addition, peeping attacks were carried out from two
angles of view, and resistance to peeping attacks was
evaluated to compare the proposed method with
conventional 3-by-3 pattern recognition and image-based
pattern recognition.
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